
SEMESTER 1 (30 SP) SEMESTER 2 (30 SP) SEMESTER 3 (30 SP) SEMESTER 4 (30 SP) SEMESTER 5 (30 SP) SEMESTER 6 (30 SP)

WEB AND MOBILE

Web front-end (6 SP) Web back-end (3 SP) Mobile security (3 SP) Web security and 
honeypot (6 SP)

Cryptography and privacy 
preserving techniques 
(6 SP)

Internship (18 SP)

Web pentesting 
fundamentals (3 SP)

Web pentesting 
advanced (3 SP)

LEGAL, POLICY AND 
PROCEDURES

Cybersecurity 
essentials (6 SP)

Data privacy and IT 
law (3 SP)

Cybercrime and 
warfare (3 SP)

Risk management 
threat modelling and 
security policy (3 SP)

Threat intelligence (3 SP)

SOFTWARE 
DEVELOPMENT

Programming 
fundamentals (6 SP)

Scripting and code 
analysis (6 SP)

Practical reverse 
engineering and 
malware analysis 
(3 SP)

TECHNICAL CYBER 
SECURITY AND 

NETWORK

Computer 
architecture and 
operating systems 
(6 SP)

Linux for ethical 
hackers (6 SP)

Windows server 
security (6 SP)

Datacenter 
virtualisation and 
cloud security (6 SP)

Blue teaming and incident 
response (6 SP)

Databases (3 SP) Computer networks 
(6 SP)

Linux server security 
(6 SP) 

Network and system 
pentesting (6 SP)

Industrial and IOT security 
(6 SP)

Digital forensics 
analysis (6 SP)

Cyberops (6 SP) Cybersecurity in AI (3 SP)

Systems and security 
automation (3 SP)

Professional interactions 
(6 SP)

PROJECT AND  
SOFT SKILLS

Communication skills 
(3 SP)

Capture the flag 
(3 SP)

International security 
project (3 SP)

Security project (3 SP) Security project (6 SP)

	» STUDIEPROGRAMMA 
2026-2027

Meer weten over studiepunten (SP)? Surf naar www.howest.be/studiepunten Programma onder voorbehoud

Kortlopende mobiliteit: binnen deze vakken kan je 
kiezen voor een kortlopende buitenlandse ervaring. 

Langlopende mobiliteit: binnen deze semesters kan 
je kiezen voor een buitenlandse studie of stage.


